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Risk Assessment & Review

4.2 (2) Technical Risk Analysis Report
The following steps describe how you should assemble your Risk Analysis Report.

Network Assessment

Penetration testing examines the vulnerabilities of the network from the outside. Network assessment examines how vulnerable the network is from within. During the network assessment, the network is examined for security vulnerabilities, poor throughput, user abuse, and inadequate maintenance.

Just as with the penetration test, it is strongly recommended that an external consultant be brought in to perform the network assessment. The improvement in network analysis that comes from an objective viewpoint is significant. It is completely acceptable to have the same consultant perform both tests, but keep in mind that the external penetration test should always be done first.

In order to provide a comprehensive assessment, the consultant needs to be well versed in network administration and security concepts. A report should be provided to cover each of the following areas:

· Current infrastructure

· Network map (Diagram)

· Vulnerability assessment for each network component

· Network wide recommendations for vulnerabilities

Often, these are very informative reports because when a change is made to a network, the change impacts more than the system administrator is aware. As a result, unknown vulnerabilities are created. By having an objective viewpoint, the vulnerabilities are discovered and can be corrected.

Current Infrastructure

This section of the report discusses the present configuration of the network, including the following information:

· Network backbone.
· IP Scheme and range of IP addresses used.
· An explanation of the DMZ if one is in place.
· Definition of perimeter and internal defense systems, i.e. firewalls, intrusion detection systems, etc. This includes port forwarding information and routing information.
· An overview of internal services being run across the network.
· Connectivity to other locations and / or the Internet.
· An overview of Protocols that are running within the environment including TCP/IP, IPX/SPX, and NETBEUI, etc.
Network Diagram

Often the network can be best described through a visual representation. This is where the network diagram becomes useful. When used in conjunction with the Current Infrastructure Report, the network diagram shows precisely how the network is configured. The consultant that performs the network assessment should complete the diagram.


Vulnerability Assessment

The first half of the report, namely the Current Infrastructure and Network Diagram, shows the network as it exists today. The vulnerability assessment also shows the current condition of the network, but with specific intent to make direct improvements to the vulnerabilities that have been found.

As a result of the improvements that will be made, the network diagram will need to be updated, but it will serve as a valuable tool in helping make those changes.

The Vulnerability Assessment is done for each network component identified. For each service on the network, information is provided regarding the severity of the vulnerability, and what exposure(s) exist(s).

Recommendations

Be sure that the network assessment report contains clear recommendations for eliminating vulnerabilities from the network. Finding vulnerabilities without providing recommendations is like the dentist telling you that you have a cavity, and to have a nice day.

The best network assessment is one that provides not only specific recommendations about existing vulnerabilities, but one that also provides more extensive recommendations for better security and performance across the entire network.
Risk Evaluation Form

For instructions on how to use the Risk Evaluation Form, please refer to the directions outlined in [company name]’s “Change Control – Freezes & Risk Evaluation Policy.”

Systems Request Number: 
______________________

Request Description: 

______________________

System/Application: 

______________________

Soft/Hard Freeze Approval: 
______________________

IT Leader or Project Sponsor: 
______________________

Date: 



______________________
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