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DRP Operational Analysis
1.3 Identify existing mitigation
This tool is designed to assist with the documentation of the enterprise’s operational and security practices as they relate to Disaster Recovery Planning efforts. Instructions are given throughout the tool where applicable. Text shown in grey exists for example purposes only. Delete this text when filling out the worksheet. Where more space is needed to complete a checklist or audit, it may be necessary to copy and paste tables.
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1. Physical Security

Definition of Security Levels (Please specify what is appropriate for your organization). List access points, locations, services and security levels below. Complete one for each location. Repeat this step as many times as necessary.
	High: 
	Locked with Exclusive Access

	Medium: 
	Not Locked with General Access

	Low: 
	Public Area


	
	H
	M
	L

	Access Point
	Server Room
	Security Level
	X
	
	

	Location
	Basement
	
	
	
	

	Resources Contained

	Web Servers, SQL Servers, Mail, Accounting, Development Staging Servers, Firewall, Main Network Hubs/Switches.

	Who has access?

	Name
	
	Department
	
	Position
	
	Phone
	
	Req’d

	
	
	
	
	
	
	
	
	Y
	N

	Bob J.
	
	IT
	
	IT Manager
	
	X555
	
	
	X

	Jane D. 
	
	IT 
	
	Chief Developer
	
	X552
	
	
	X

	Tom P.
	
	IT
	
	Systems Admin.
	
	X553
	
	X
	

	Joe S. 
	
	Administration
	
	Building Manager
	
	X55#
	
	X
	

	
	
	
	
	
	
	
	
	
	


* Repeat for each access point.
	Checklist completed by:
	
	Date:
	

	Generic Physical Security Checklist
	Y
	N

	Is the data center secured with access limited to the IT staff?
	
	

	Is the system located in an isolated area of the building, but still monitored?
	
	

	Are the console workstations locked when no one is around?
	
	

	Does the data center have either a smoke or heat detector in place?
	
	

	Have all entrances to facilities been checked for tampering or trespassing?
	
	

	Is unauthorized or rogue hardware identified and mitigated?
	
	

	Have all physical access points to system resources been itemized?
	
	

	Have all individuals who have physical access to assets been identified?
	
	

	Have copies of keys for critical systems been made and stored offsite?
	
	

	Can critical equipment be seen from windows or public doorways?
	
	


	Checklist completed by:
	
	Date:
	


2. Data Access Audit

Take the following data access audit steps. Use the checklist on the next page to mark progress.

1. Review access control policies and procedures. Policies and procedures must be clear and complete. Ensure that access level classification ratings are current and correct.
2. Inventory all users of IT resources. A current organizational chart of the company will help. If there is no current organizational chart, build one that shows clear hierarchical definitions. This will be used later in the plan.

3. Check to see that each individual is assigned only the level of access required to perform his or her job. This cuts down on intentional or inadvertent viewing, deletion, or modification of files. Scope of access should correspond with hierarchical position in the organization. General end users should have the most restricted access and your security administrator the least restricted.
4. Look for conflicting security rules. Two different rules may not be applied to the same individual where one supersedes the other, or creates a conflict of interest. For example, application programmers should not have the ability to define security access controls. 

5. Review all changes to access privileges. Ensure that there is a clear paper trail for all access change requests. A near-zero response time to such changes must be in place to ensure that there are no security gaps. 
6. Review all employees who have exceptional authority to override security rules or parameters. Make sure the purpose/need of this authority is explained and justified. 

7. List all IDs that are allowed to by-pass security checks. This list should not include any general end users or programmers. Again, make sure the purpose/need of this authority is explained and justified. 

8. Review the access violations log for any trends, patterns, or anomalies. 

9. Ensure that no one has used the security administrator’s ID other than the security administrator. 

10. Check to ensure that common and “easy-to-guess” passwords are not being used. 

11. Ensure passwords for security packages, like firewalls, are being changed frequently. 

12. Ensure that only the security administrator has the authority to make changes to security parameters. 

13. Look at any policy exceptions made and get full justifications.
	Data Access Review Checklist
	Y
	N

	Data access control policies and procedures are in place.
	
	

	IT Users have been identified and inventoried.
	
	

	Individuals are assigned only the level of access required.
	
	

	There are no conflicting security rules.
	
	

	Access privilege changes are documented.
	
	

	All employees with exceptional authority are identified.
	
	

	All IDs that are allowed to by-pass security checks are identified.
	
	

	There is an access violations log and it has been reviewed.
	
	

	No inappropriate users have the security administrator’s ID.
	
	

	Common and “easy to guess” passwords are not being used.
	
	

	Passwords for security packages are being changed frequently.
	
	

	Only the security administrator has the authority to change security.
	
	

	Any policy exceptions are noted on the following page.
	
	


	Checklist completed by:
	
	Date:
	


2.a Exceptions to Policies Found During Data Access Audit

Note each exception in the space below, followed by steps required to resolve the exception or justification for the exception:

	Exception 1:


	Resolution/Justification:



	Exception 2:


	Resolution/Justification:




	Checklist completed by:
	
	Date:
	


3. Passwords and User Accounts Review

Is there a written Password Policy? (check Yes or No)

	
	Yes
	Policy Written By:
	

	
	Last updated: 

	

	
	No
	No written policy exists.



Does the policy require unique accounts (no ‘guest’ accounts)? (check Yes or No)

	
	Yes
	Exceptions:
	

	
	No
	No guest accounts are permitted.


Are users required to change their password on a regular basis (30-60 days)? (check Yes or No)

	
	Yes
	Passwords expire every (    ) days 


	
	No
	


Does the policy prevent users from reusing previous passwords? (check Yes or No)

	
	Yes
	Describe

	
	No
	Describe


Complex password requirements in place (e.g. numbers, letters, and characters)? (check Yes or No)

	
	Yes
	Passwords have the following rules:  


	
	No
	


Does the policy prohibit password sharing of any kind? (check Yes or No)

	
	Yes
	Describe

	
	No
	Describe


Does IT change server or main systems passwords on a regular basis? (check Yes or No)

	
	Yes
	Passwords are changed every (    ) days 


	
	No
	


Have all generic user accounts, such as ADMIN, ROOT or HOST been disabled? (check Yes or No)

	
	Yes
	Describe

	
	No
	Describe


Do the system administrators have full system rights on their individual account or is there a separate system administrator account? (check one)

	
	  Each administrator has only the rights they require and a separate administrator account exists

	
	  Each administrator has full rights in their individual account


Are user accounts created with a standard methodology and naming convention? (check Yes or No)

	
	Yes
	Describe

	
	No
	Describe


Is there a written Corporate Data Security Policy? (check Yes or No)

	
	Yes
	Describe

	
	No
	Describe


	Password audit performed by:
	
	Date:
	


4. Data Backup and Storage Procedures

Backups are being done on a daily basis:

	
	Yes
	Describe

	
	No
	Describe


The following data is being backed up daily:

· Describe
· Describe

· Describe

The following data is being backed up weekly:

· Describe

· Describe

· Describe

The following data is being backed up monthly:

· Describe

· Describe

· Describe

Are backups kept offsite on a regular basis?
	
	Yes
	Describe

	
	No
	Describe


Backup tapes are stored offsite for ___ days.

Tapes are rotated in the following manner:

· Describe

· Describe

· Describe

Given the offsite storage practice, if there was catastrophic damage to the data center (as by flood or fire), what is the potential exposure the organization faces with regard to lost data?

Was the exposure deemed acceptable?

	
	Yes
	Describe

	
	No
	Describe


When was the last time a test was done to ensure that the data can be restored effectively?

· Describe

· Describe

Are logs of backups kept and reviewed regularly?

	
	Yes
	Describe

	
	No
	Describe


Is data stored on workstations that are not getting backed up on a regular basis?

	
	Yes
	Describe

	
	No
	Describe


Does the organization rely on users to back up their own data?

	
	Yes
	Describe

	
	No
	Describe


	Backup practices reviewed by:
	
	Date:
	


5. Physical Security Review
The overall physical security of our data center was assessed. This assessment included the following:

· List of all physical access points and a rating of the security level of each access point.
· List of personnel who require physical access to each access point.

· Accounting of all keys, and documentation of who has keys for what access points.

· Listing of all areas restricted for smoking eating and drinking as well as areas/equipment restricted from public view/access.

· An inventory of all risk factors, such as high voltage electrical boxes or water piping, which could damage critical systems.

· An inventory of all sensitive printed material – such as reports, logs, printouts, and other data about your systems – indicating whether they are kept in a secure location.

· An asset management report indicating if all asset types are properly inventoried, tagged, and documented.
Key Audit








	Key #, Codes, Cards.
	Location
	Key Provided To
	Verified?

	
	
	
	Y
	N

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


	Checklist completed by:
	
	Date:
	


Smoking / Eating / Drinking Prohibited Areas

	Area
	Restriction
	Notification of users
	Posting of notice

	
	
	
	Y
	N

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
Checklist completed by:
	
	
Date:
	


Restricted View

	Location
	Notes
	Verified?

	
	
	Y
	N

	Server Room
	One window in door, clear glass
	
	

	1st Floor Closet
	Wire closet for LAN/Telephony
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	Checklist completed by:
	
	Date:
	


Tampering / Trespassing

Check all means of entrance to your facilities for tampering or trespassing. Two inspections are occurring here.  The first is to see if tampering HAS occurred. The second is to determine the ability to protect against tampering or trespassing. Check to see if the locks are secure or if electronic security or surveillance is in place. Circle or make bold Y or N for each category.

Inspections Performed…

	Access Point
	Tampering
	Tamper Proof
	Adequate

	1st Floor Closet
	Y  N
	Y  N
	Y  N

	Building Side Door
	Y  N
	Y  N
	Y  N

	Server Room
	Y  N
	Y  N
	Y  N

	
	Y  N
	Y  N
	Y  N

	
	Y  N
	Y  N
	Y  N

	
	Y  N
	Y  N
	Y  N

	
	Y  N
	Y  N
	Y  N

	
	Y  N
	Y  N
	Y  N

	
	Y  N
	Y  N
	Y  N

	
	Y  N
	Y  N
	Y  N


	Checklist completed by:
	
	Date:
	


Unauthorized Hardware

An audit was done to verify that no unauthorized hardware was connected to the network.

	Audit completed by:
	
	Date:
	


	Checklist completed by:
	
	Date:
	


Output Media

Look for unsecured outputs and media, including printouts, CD-ROMs, tapes, and diskettes. These items may contain sensitive information and are subject to theft or physical compromise. Verify that all media that stores secure information is kept in a secure environment.

	Location
	Type
	Controlled by
	Secure

	
	
	
	Y   N

	
	
	
	Y   N

	
	
	
	Y   N

	
	
	
	Y   N

	
	
	
	Y   N

	
	
	
	Y   N

	
	
	
	Y   N

	
	
	
	Y   N

	
	
	
	Y   N

	Checklist completed by:
	
	Date:
	



Sensitive Printed Material
Check the whereabouts of all sensitive printed reports, logs, printouts, and other data about your systems. These should be kept locked. If they must be discarded, have them shredded – you never know who is going through your corporate trash. This checklist allows you to make a list of potentially secure reports and printouts.  
	Sensitive Document
	Controlled by
	Secure

	
	
	Y   N

	
	
	Y   N

	
	
	Y   N

	
	
	Y   N

	
	
	Y   N

	
	
	Y   N

	
	
	Y   N

	
	
	Y   N

	
	
	Y   N

	
	
	Y   N

	
	
	Y   N

	
	
	Y   N

	
	
	Y   N


	Checklist completed by:
	
	Date:
	


Concerns/Issues

(Summarize major findings of the review. Note problems such as unauthorized access or physically unsafe infrastructure)
	


Actions Taken

As a result of this review, the following actions were – or will be – taken:

	Action Taken
	Undertaken By
	Completion Date

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


6. Data Access Audit Review
Our data center is accessed by (insert number) authorized users. The DRP team conducted an audit to ensure that current access practices are correct and that the network is secured from unwanted access. The audit included:

1. Review of access control policies and procedures. 

2. Inventory of all users of IT resources. 

3. A check to see that each individual is assigned only the level of access required to perform his or her job. 

4. A check for conflicting security rules. 

5. A review of all changes to access privileges. 

6. A review of all employees who have exceptional authority to override security rules or parameters. 
7. A list of all IDs that are allowed to by-pass security checks. 

8. A review of the access violations logs for any trends, patterns, or anomalies. 

9. A check to ensure that no one has used the security administrator’s ID other than the security administrator. 

10. A check to ensure that common and “easy to guess” passwords are not being used. 

11. A check to ensure passwords for security packages, like firewalls, are being changed frequently. 

12. A check to ensure that only the security administrator has the authority to make changes to security parameters. 

13. A look at any policy exceptions. 

Concerns/Issues

(Summarize major findings of the access audit such as lax password practices or unauthorized accesses).
	


Actions Taken

As a result of this review, the following actions were – or will be – taken:

	Action Taken
	Undertaken By
	Completion Date

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


7. Critical Services Review
Something as simple as losing connectivity could interrupt critical services. The committee conducted a thorough review of the current services that are essential to the daily operation of the organization. The review included:

1. An identification of which services are critical to business processes.

2. Documentation of complete contact information for all external providers of restore procedures for each critical service.
3. A list of contact information for IT staff in charge of liaising with external service providers.

Concerns/Issues

(Summarize major findings or concerns coming out of the critical services review).
	


Critical Services Listing

(Copy and paste the prioritized list of critical services information using data gathered in section “3. Critical Services” of the DRP Operational Analysis tool).
	


8. Passwords and User Accounts Review
The DRP Team reviewed all password policies and practices. The following questions were asked of our policy: 

1. Does the policy require unique accounts (no ‘guest’ accounts)?

2. Are users required to change their password on a regular basis (30-60 days)?

3. Does the policy prevent users from reusing previous passwords?

4. Are requirements in place that force the password to contain a combination of numbers and letters?  Note: You may also want to avoid using common dictionary words in passwords, as password crackers tend to look for these first.
5. Does the policy encourage users to avoid sharing their passwords with other users, including their boss?

6. Does IT change server or main systems passwords on a regular basis?

7. Have all generic user accounts, such as ADMIN, ROOT or HOST been disabled?

8. Do the system administrators have full system rights on their individual accounts or is there a separate system administrator account?

9. User accounts should be created with a standard methodology and naming convention. 

10. Is there a written Corporate Data Security Policy?

(If policy changes are required, insert the following)

Based on the evaluation, our current policies were updated. The revised password policy appears below.
(Insert the enterprise’s password policy)

9. Backups and Data Storage Review
The DRP team conducted a thorough review of the current backup strategy of the organization to make sure an adequate backup of critical information is being done. In reviewing our policies and practices, the following questions were asked:
1. Are backups done daily? 

2. What is being backed up? 

3. Are backups taken offsite on a regular basis?

4. Is there at least a two week rotation of tapes?

5. Given the offsite storage practice, if there was a fire in the data center, what is the potential exposure the organization faces with regard to lost data?

6. Is that exposure acceptable?

7. When was the last time a test was done to ensure that the data can be restored effectively?

8. Are logs of backups kept and reviewed regularly?

9. Is data stored at the workstation level that is not getting backed up on a regular basis?

10. Does the organization rely on users to back up their own data?

(If policy changes are required, insert the following):

As a result of our review, the Backup policy was updated. The revised backup policy appears below.

(Insert the new or modified backup policy)

Concerns/Issues

(Summarize major findings of the review)
	


10. Internet and E-Mail Use Review
The DRP Team reviewed policies that are in place that restrict or monitor employee’s usage of the Internet and e-mail. Among the actions taken were the following:
11. Review logs of user’s access to the Internet and the need for corporate monitoring software. 
12. Evaluation of requirements for content filtering software to restrict access to inappropriate sites. 

13. Identification of any restrictions in place on the mail service with regard to e-mail attachments. 
(If policy changes are required, insert the following):

As a result of the review, the Acceptable Use policy for the organization was updated (written). The revised policy appears below.
(Insert the new or modified internet and e-mail acceptable use policies)
Concerns/Issues

(Summarize major findings of the review)
	


11. IT Security Software Review
The DRP Team evaluated what security software is being used at the workstation, server, and gateway levels. We also determined what procedures are being used to keep this software updated. 

Concerns/Issues

(Summarize major findings of the review, such problems of outdated anti-virus software or no software being used)
	


Actions Taken

As a result of this review, the following actions were – or will be – taken. (Actions could include the installation or updating of anti-virus software and/or the creation of updating procedures)
	Action Taken
	Undertaken By
	Completion Date

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


12. Documentation Review  

The DRP team reviewed all network and infrastructure documentation for accuracy and currency. The following gaps were determined.
	Area
	Documentation in Place?
Y/N
	Up to Date?
Y/N
	Will Be Written/Updated By

	Servers


	
	
	

	Network Diagram
	
	
	

	IP Address Scheme
	
	
	

	Domain Information
	
	
	

	Communications
	
	
	

	Password Policy
	
	
	

	Backups
	
	
	

	Vendors
	
	
	

	Printers
	
	
	

	Workstations
	
	
	

	Software
	
	
	

	Licenses
	
	
	

	Operating Systems
	
	
	

	Phone Lines
	
	
	


Concerns/Issues

(Summarize major findings of the review, such as missing or incomplete documentation of IT systems).
	


Actions Taken

As a result of this review, the following actions were – or will be – taken:

	Action Taken
	Undertaken By
	Completion Date

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


13. DRP Documentation Review

Conduct an audit of all current documentation to see if various aspects of the IT operation are documented, and to what level. Use the checklist below to record the audit’s findings. After determining what documentation exists and how accurate and up to date it is, this information will be used to identify any gaps in the project.
	Area
	Documentation in Place?
	Up to Date?

	Servers

	Y     N
	Y     N

	Network Diagram
	Y     N
	Y     N

	IP Address Scheme
	Y     N
	Y     N

	Domain Information
	Y     N
	Y     N

	Communications
	Y     N
	Y     N

	Password Policy
	Y     N
	Y     N

	Backups
	Y     N
	Y     N

	Vendors
	Y     N
	Y     N

	Printers
	Y     N
	Y     N

	Workstations
	Y     N
	Y     N

	Software
	Y     N
	Y     N

	Licenses
	Y     N
	Y     N

	Operating Systems
	Y     N
	Y     N

	Phone Lines
	Y     N
	Y     N
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