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Downtime Policy
4.1 Downtime Policy
If you think that unplanned system outages are what's really hurting your company, think again. In fact, most downtime is associated with planned outages. Planning downtime, formally communicating these events, and then reducing the amount of downtime required overall will have a significant impact on both system uptime and end-user satisfaction. Have Info-Tech’s downtime policy template serve as a starting point for improved system availability.
Before Using This Tool

1. Define availability requirements. Ask end users - particularly users of critical applications - the following questions to help you discover users' availability requirements for various systems. 

· What scheduled tasks and operations exist for which they will need the system? 

· What time of day/week do they expect to use the system the most often? 

· What level of tolerance do users have for scheduled system outages? 

· What level of tolerance do users have for system outages during common system usage times? 

· How long can an outage last if it occurs? 

2. Measure actual outages. How frequently do your various systems experience both planned and unplanned outages? Review historical service records and, at the very least, guesstimate the total downtime experienced by each system per year. Without these numbers, you have no real foundation for setting realistic availability levels. 

3. Manage expectations. System availability must always be measured from the end-user perspective, and users typically expect high availability. Nevertheless, be very careful to avoid committing to service levels you can't deliver. High availability costs money, and few companies can afford systems that guarantee 99.999 percent uptime. 

4. Schedule planned downtime. Planned downtime usually occurs when systems need to be taken offline intentionally to perform hardware and software upgrades, maintenance, or housekeeping tasks like backups. Any and all planned downtime needs to be scheduled at times that are least likely to interrupt the normal operations of the business, namely outside of regular business hours. 

5. Set outage notification parameters. One hour's notice of planned downtime is usually not enough time for employees to adjust their work plans. Ample notification is essential, and could range anywhere from 48 hours to one week, depending on your work environment. Be sure to understand users' needs before setting notification timeframes. 

6. Reduce planned downtime. Investigate technologies that will reduce the amount of planned downtime you're currently experiencing. Again, these technologies aren't cheap, but could go a long way toward shrinking downtime windows, increasing uptime overall, and keeping your business humming. 

· Mirroring - Backing up mirrored data instead of production data can keep you from having to take systems offline. 

· Switched fabrics - Creating two paths between servers and storage devices, for example, creates redundancy and speeds backups, shortening backup windows. 

· Upgradable firmware - Switches, for example, that allow you to upgrade embedded software without disrupting operations makes for considerable increases in uptime. 

Purpose

[Company Name] is committed to ensuring reliable information technology services. In order to meet this objective, [Company Name] systems may need to be taken offline to maintain or improve system performance, safeguard data, or to respond to emergency situations.

The goal of this policy is to explain those circumstances during which downtime may occur, anticipated durations of downtime events, and procedures for notifying affected users.

Planned Downtime

From time to time, it will be necessary to make systems unavailable for the purpose of performing upgrades, maintenance, or housekeeping tasks. The goal of these tasks to is to ensure maximum system performance and prevent future system failures. The following activities fall within the definition of Planned Downtime:

· Application of patches to operating systems and other applications in order to fix vulnerabilities and bugs, add functionality, or improve performance.

· Monitoring and checking of system logs.

· Security monitoring and auditing.

· Disk defragmentation, disk cleanup, and other general disk maintenance operations.

· Required upgrades to system physical memory or storage capacity. 

· Installation or upgrade of applications or services.

· System performance tuning.

· Regular backup of system data for the purpose of disaster recovery.

In the event that any of these activities will require downtime to perform, every effort will be made to perform the procedure during off-hours in order to minimize the impact on those who use the affected systems or services. The following time periods will be used to carry out Planned Downtime activities:

· [List day and hours]

· [List day and hours]

· [List day and hours]

On occasion, it may be necessary to have Planned Downtime during regular business hours, namely if outside personnel are required to perform more elaborate procedures. 
If this is the case, then this Planned Downtime will be communicated to identified users of affected resources using the Notification of Downtime mechanism described below. 

Emergency Downtime

Unexpected circumstances may arise where systems or services will be interrupted without prior notice. Every effort will be made to avoid such circumstances. However, incidences may arise involving a compromise of system security, the potential for damage to equipment or data, or emergency repairs. If the affected system(s) cannot be brought back online within [insert time duration], affected users will be contacted via the Notification of Downtime mechanism described below.

Notification of Downtime

Users will be notified of downtime according to the following procedure:

· The system administrator for the system in question is responsible for notifying all identified users of Planned Downtime, as well as any unplanned interruptions to system availability as they occur.

· The system administrator will first notify all affected users via [name primary notification method, such as e-mail]. [Describe any other standard notification methods, such as an intranet bulletin board.] All users are responsible for checking [name primary notification method] for downtime and system status notifications. In the event that the [name primary notification system] is unavailable due to Emergency Downtime, the system administrator will contact department heads by [describe alternate notification method, such as telephone] to inform them of the situation.

· If general maintenance procedures will cause Planned Downtime during regular business hours, and the procedure will last less than [insert time duration], then the system administrator must notify system users [insert time duration] prior to the Planned Downtime.

· If Planned Downtime beyond general maintenance is scheduled that will last longer than [insert time duration], then the system administrator must give [insert number] business days notice for every day of anticipated system unavailability. This step must be taken regardless of whether the downtime is scheduled to take place during off hours or regular business hours.  

· In the event of Emergency Downtime, the system administrator will use his/her discretion in notifying end users of the situation. In emergency circumstances where time is of the essence, it may not be possible for the system administrator to engage in normal downtime notification activities. When emergency measures are completed, or if [insert time duration] has elapsed with no resolution, then the system administrator will contact all users with information on system status and/or information on additional expected downtime.

All downtime announcements will provide the following information:

· Systems and services that are affected, as well as suggested alternatives to them (if any).

· Start and end times of the Planned Downtime period, or estimated time to recovery in the event of Emergency Downtime.

· The reasons why the downtime is taking place.

· Any ongoing problems that are anticipated as a result of the downtime event.

Requests for Availability

If you foresee critical need of a system during a period of Planned Downtime, then contact [insert contact name and information] in advance to make an appeal. The utmost effort will be made to reschedule the downtime or make alternative arrangements for required resources.
_____________________________________________________
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