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IT Continuity Planning, Sub-Capability – Business Impact & Risk Assessment

Corporate Asset Inventory

1.1 Inventory Corporate Assets
Fill out each portion of this document as necessary to the organization. If a section does not apply, simply delete it. If more space is required to complete this tool, copy and paste the appropriate tables as many times as needed.
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Enterprise Software

	Application
	Vendor
	Contact / Phone
	Licenses

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Productivity Software

	Application
	
	Support Hours
	

	Server
	
	Support Phone Number
	

	Workstations
	
	Support E-mail
	

	Backup Schedule
	
	Current Release
	

	Admin User ID
	
	 
	

	Admin Password
	
	# of Users
	


	Application
	
	Support Hours
	

	Server
	
	Support Phone Number
	

	Workstations
	
	Support E-mail
	

	Backup Schedule
	
	Current Release
	

	Admin User ID
	
	 
	

	Admin Password
	
	# of Users
	


	Application
	
	Support Hours
	

	Server
	
	Support Phone Number
	

	Workstations
	
	Support E-mail
	

	Backup Schedule
	
	Current Release
	

	Admin User ID
	
	 
	

	Admin Password
	
	# of Users
	



Desktop PCs, Laptops, Mobile Devices
Each workstation in your organization should be documented. This is important not only from a disaster recovery standpoint, but just as a practical business practice as well. For things like tracking IT assets, determining what machines to replace, and understanding what software is loaded in the field. You may be using a formal IT asset management system that should have most of this information compiled already. The following information should be gathered for each workstation:
	PC
	
	Local Hard Drive
	

	User
	
	Network Drives
	

	Location / Facility
	
	Local Printer
	

	Make
	
	Network Printers
	

	Model
	
	 
	

	Serial Number
	
	NIC / IP Information
	

	Operating System
	
	 
	

	Processor Type / Speed
	
	Modem
	

	RAM
	
	CD ROM 
	


	PC
	
	Local Hard Drive
	

	User
	
	Network Drives
	

	Location / Facility
	
	Local Printer
	

	Make
	
	Network Printers
	

	Model
	
	 
	

	Serial Number
	
	NIC / IP Information
	

	Operating System
	
	 
	

	Processor Type / Speed
	
	Modem
	

	RAM
	
	CD ROM 
	


	PC
	
	Local Hard Drive
	

	User
	
	Network Drives
	

	Location / Facility
	
	Local Printer
	

	Make
	
	Network Printers
	

	Model
	
	 
	

	Serial Number
	
	NIC / IP Information
	

	Operating System
	
	 
	

	Processor Type / Speed
	
	Modem
	

	RAM
	
	CD ROM 
	


	PC
	
	Local Hard Drive
	

	User
	
	Network Drives
	

	Location / Facility
	
	Local Printer
	

	Make
	
	Network Printers
	

	Model
	
	 
	

	Serial Number
	
	NIC / IP Information
	

	Operating System
	
	 
	

	Processor Type / Speed
	
	Modem
	

	RAM
	
	CD ROM 
	


	PC
	
	Local Hard Drive
	

	User
	
	Network Drives
	

	Location / Facility
	
	Local Printer
	

	Make
	
	Network Printers
	

	Model
	
	 
	

	Serial Number
	
	NIC / IP Information
	

	Operating System
	
	 
	

	Processor Type / Speed
	
	Modem
	

	RAM
	
	CD ROM 
	


	PC
	
	Local Hard Drive
	

	User
	
	Network Drives
	

	Location / Facility
	
	Local Printer
	

	Make
	
	Network Printers
	

	Model
	
	 
	

	Serial Number
	
	NIC / IP Information
	

	Operating System
	
	 
	

	Processor Type / Speed
	
	Modem
	

	RAM
	
	CD ROM 
	


Workstation Software

In addition to gathering hardware-related information, it is necessary to gather information pertaining to the software loaded on each machine. Gather details on all .exe and, if you choose, also .dll files, path and program name information.

	Machine:
	(Asset # or Machine Name)


	Executable File
	Path
	Program Name

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Servers

In addition to listing all of your servers below, fill out the server configuration form found below this list for each server.

	Server
	Location
	OS / Version
	Patches
	Services Provided

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


	Server
	

	Serial Number
	

	# of Processors
	
	Processor Speed
	

	RAM
	
	# of Hard Drives
	

	Drive Sizes
	

	Drive Configuration Notes

(Include configuration printouts or screenshots)
	

	Network Card
	
	Video Card
	

	Additional Configuration Notes

(copies of Server Service Logs should be included and kept up-to-date)
	

	O/S
	

	Software Installed
	

	Critical Services 

(ie. D/C, DHCP, DNS, WINS)
	


	Server
	

	Serial Number
	

	# of Processors
	
	Processor Speed
	

	RAM
	
	# of Hard Drives
	

	Drive Sizes
	

	Drive Configuration Notes

(Include configuration printouts or screenshots)
	

	Network Card
	
	Video Card
	

	Additional Configuration Notes

(copies of Server Service Logs should be included and kept up-to-date)
	

	O/S
	

	Software Installed
	

	Critical Services 

(ie. D/C, DHCP, DNS, WINS)
	


	Server
	

	Serial Number
	

	# of Processors
	
	Processor Speed
	

	RAM
	
	# of Hard Drives
	

	Drive Sizes
	

	Drive Configuration Notes

(Include configuration printouts or screenshots)
	

	Network Card
	
	Video Card
	

	Additional Configuration Notes

(copies of Server Service Logs should be included and kept up-to-date)
	

	O/S
	

	Software Installed
	

	Critical Services 

(ie. D/C, DHCP, DNS, WINS)
	


	Server
	

	Serial Number
	

	# of Processors
	
	Processor Speed
	

	RAM
	
	# of Hard Drives
	

	Drive Sizes
	

	Drive Configuration Notes

(Include configuration printouts or screenshots)
	

	Network Card
	
	Video Card
	

	Additional Configuration Notes

(copies of Server Service Logs should be included and kept up-to-date)
	

	O/S
	

	Software Installed
	

	Critical Services 

(ie. D/C, DHCP, DNS, WINS)
	


Hubs/Switches

	Hub / Switch
	Make / Model
	Serial #
	Location
	Ports

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Routers

Provide detailed information on each router. Include the routing table and instructions for how to change the configuration of each router.

	Router
	
	Make/Model
	
	Location
	
	Serial #

	
	
	
	
	
	
	

	User Name
	
	Password

	
	
	

	Special instructions for configuration:

	

	

	


	Router
	
	Make/Model
	
	Location
	
	Serial #

	
	
	
	
	
	
	

	User Name
	
	Password

	
	
	

	Special instructions for configuration:

	

	

	


Firewalls

Provide an overview of each firewall in the network. Include security rules as part of the description.

	Firewall
	
	Make/Model
	
	Location
	
	Serial #

	
	
	
	
	
	
	

	User Name
	
	Password

	
	
	

	Special instructions for configuration:

	

	

	


	Firewall
	
	Make/Model
	
	Location
	
	Serial #

	
	
	
	
	
	
	

	User Name
	
	Password

	
	
	

	Special instructions for configuration:

	

	

	


Printers and Fax Machines

Provide the following information for each printer and each fax machine on the network:







	Printer Name
	Make/Model
	Location
	N/L
	IP Address

	
	
	
	
	___.___.___.___

	
	
	
	
	___.___.___.___

	
	
	
	
	___.___.___.___

	
	
	
	
	___.___.___.___

	
	
	
	
	___.___.___.___

	
	
	
	
	___.___.___.___

	
	
	
	
	___.___.___.___

	
	
	
	
	___.___.___.___

	
	
	
	
	___.___.___.___

	
	
	
	
	___.___.___.___

	
	
	
	
	___.___.___.___


Asset Management

Confirm that all hardware assets are tagged and documented. This checklist asks for various TYPES of equipment (you are not making a full list of equipment here) and check boxes are provided to show if the assets are tagged and documented.


	Asset Type
	Inventoried
	Tagged
	Documented

	
	Y  N
	Y  N
	Y  N

	
	Y  N
	Y  N
	Y  N

	
	Y  N
	Y  N
	Y  N

	
	Y  N
	Y  N
	Y  N

	
	Y  N
	Y  N
	Y  N

	
	Y  N
	Y  N
	Y  N

	
	Y  N
	Y  N
	Y  N

	
	Y  N
	Y  N
	Y  N

	
	Y  N
	Y  N
	Y  N

	
	Y  N
	Y  N
	Y  N

	
	Y  N
	Y  N
	Y  N

	
	Y  N
	Y  N
	Y  N

	
	Y  N
	Y  N
	Y  N

	
	Y  N
	Y  N
	Y  N

	
	Y  N
	Y  N
	Y  N

	
	Y  N
	Y  N
	Y  N

	
	Y  N
	Y  N
	Y  N

	
	Y  N
	Y  N
	Y  N

	
	Y  N
	Y  N
	Y  N

	
	Y  N
	Y  N
	Y  N

	
	Y  N
	Y  N
	Y  N

	
	Y  N
	Y  N
	Y  N


	Checklist completed by:
	
	Date:
	


Network Diagram

The Network Diagram is the highest level (least detail) piece of documentation that will be done. The diagram is intended to provide an overview of the network with minimal detail and to show its overall configuration.  

Odds are your organization already has a network diagram. If so, give the diagram a complete review before including it with the documentation for this project. From time to time changes are made to the network, and diagrams don’t always match the reality of the network’s configuration. Make sure that the diagram reflects the network accurately.

The Network Assessment done in the Risk Analysis phase of the project should have provided enough information to put a network diagram together. Depending on who did the assessment, a diagram may have been produced already.

The network diagram should be thorough, showing each component of the network. For each component that is identified, provide the following information:

· Component’s name

· Manufacturer and model number

· Operating system 

· IP address

More detailed information will come in the section of the documentation dealing with each particular area. For example, as routers are documented, the four items of information listed above will be just a small portion of the information included. Additional information pertaining to the actual operation of the router will be documented.  This will include passwords, routing entries, and specific instructions.

Every aspect of the network identified in your diagram must have a detailed section that corresponds to it. If you’ve identified a piece of your network for which there is no documentation template, you must create your own template and document that portion of your system.
Phone / Fax / ISDN & DSL Lines

	Location
	Provider
	Phone Number
	Purpose

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


IP Addresses 

Several things need to be documented with regard to IP addresses on the network. Specifically, you will need to document each of the following components:

· Static IP Addresses

· Domain Renewal 

· DNS Translation

· IP Address / Port Forwarding

· Routing Table

The following templates will lead you through the IP Address documentation process:
	IP Address

	
	Machine
	
	Service(s) Provided

	___.___.___.___
	
	
	
	

	___.___.___.___
	
	
	
	

	___.___.___.___
	
	
	
	


___.___.___.___

	___.___.___.___
	
	
	
	

	___.___.___.___
	
	
	
	

	___.___.___.___
	
	
	
	

	___.___.___.___
	
	
	
	

	___.___.___.___
	
	
	
	

	___.___.___.___
	
	
	
	

	
	
	
	
	


Domain Information

	Domain
	
	Renewal Date
	
	Business Contact
	
	Phone

	
	
	___/___/______
	
	
	
	

	
	
	___/___/______
	
	
	
	

	
	
	___/___/______
	
	
	
	

	
	
	___/___/______
	
	
	
	

	
	
	___/___/______
	
	
	
	

	
	
	___/___/______
	
	
	
	

	
	
	___/___/______
	
	
	
	

	
	
	___/___/______
	
	
	
	


DNS Translation
	Domain Name
	
	Service(s) Provided
	
	IP Address

	
	
	
	
	___.___.___.___

	
	
	
	
	___.___.___.___

	
	
	
	
	___.___.___.___

	
	
	
	
	___.___.___.___

	
	
	
	
	___.___.___.___

	
	
	
	
	___.___.___.___

	
	
	
	
	___.___.___.___

	
	
	
	
	___.___.___.___

	
	
	
	
	


IP Addresses/Ports

	External
	Internal

	IP Address
	Port(s)
	IP Address
	Service(s) Provided

	___.___.___.___
	
	___.___.___.___
	

	___.___.___.___
	
	___.___.___.___
	

	___.___.___.___
	
	___.___.___.___
	

	___.___.___.___
	
	___.___.___.___
	

	___.___.___.___
	
	___.___.___.___
	

	___.___.___.___
	
	___.___.___.___
	

	___.___.___.___
	
	___.___.___.___
	

	___.___.___.___
	
	___.___.___.___
	

	___.___.___.___
	
	___.___.___.___
	

	___.___.___.___
	
	___.___.___.___
	


Routing Entries

Dump the routing entries from all routers and firewalls and include the printout of the information in this section of the Disaster Recovery Plan.

	


Software Passwords
The following checklists are used to collect password information for servers, software, desktops and critical services. Adapt the checklists as needed for your specific requirements.
For the following checklist, provide the name of the software application, the machine used to access the software (if applicable), the access level (user, admin, etc.), the login ID and password.









	Software
	Machine
	Access
	Login ID
	Password

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Server Passwords

Provide the name and location of the server, the access level (user, admin, etc.), the login ID and password.

	Server
	Location
	Access
	Login ID
	Password

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Critical Services Passwords

Critical services, such as Internet access and VPN service, are services whose passwords may not be used very often. As such, it is important to document necessary information here. Provide the service name, account, the login ID and password.

	Service Name
	Account
	Login ID
	Password

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Remote Locations
	Facility
	
	Contact Information
	

	Location
	
	Main Contact
	

	Address
	
	On site Phone
	

	 
	
	Off site Phone
	

	City
	 
	
	

	State / Province
	
	Critical Services
	

	Zip / Postal Code
	
	Phone
	

	Fax
	
	
	

	Servers On site               
	
	Network Connectivity
	

	>
	
	Service Provider
	

	>
	
	Account Number
	

	>
	
	User ID
	

	>
	
	Password
	

	Number of Workstations
	
	
	

	Number of Printers
	
	VPN Information
	

	Local Software Installed  
	
	Connection method
	

	>
	
	IP Address
	

	>
	
	VPN Password
	

	>
	 
	
	

	Hours of Operation
	
	Additional Information
	

	Monday
	 
	
	

	Tuesday
	 
	
	

	Wednesday
	 
	
	

	Thursday
	 
	
	

	Friday
	 
	
	

	Saturday
	 
	
	

	Sunday
	 
	
	


_____________________________________________________

Info-Tech Research Group tools and template documents are provided for the free and unrestricted use of subscribers to Info-Tech Research Group services. Use this document either in whole or in part as a basis and guide for document creation. To customize this document with corporate marks and titles, simply replace the Info-Tech Information in the Header and Footer fields of this document.
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