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Operational Analysis Summary
1.4 Summarize the operational analysis
This tool should be filled out in its entirety to demonstrate to all stakeholders that a comprehensive operational analysis was conducted by the DRP team. List any and all issues that were identified during the operational analysis, as well as mitigating actions that will be undertaken. All text in grey is there for instructional or example purposes only. Be sure to delete it before submitting this report.
Purpose

A comprehensive operational analysis was conducted by the Disaster Recovery Planning Team on (insert dates). As a result of the operational analysis, the following issues were identified and the following mitigating actions have been – or will be – undertaken.

1. Physical Security Review
The overall physical security of our data center was assessed. This assessment included the following:

· List of all physical access points and a rating of the security level of each access point.

· List of personnel who require physical access to each access point.

· Accounting of all keys, and documentation of who has keys for what access points.

· Listing of all areas restricted for smoking, eating, and drinking as well as areas/equipment restricted from public view/access.

· An inventory of all risk factors, such as high voltage electrical boxes or water piping, which could damage critical systems.

· An inventory of all sensitive printed material – such as reports, logs, printouts, and other data about your systems – indicating whether they are kept in a secure location.

· An asset management report indicating if all asset types are properly inventoried, tagged, and documented.

Concerns/Issues
(Summarize major findings of the review. Note problems such as unauthorized access or physically unsafe infrastructure).
	


Actions Taken

As a result of this review, the following actions were – or will be – taken:

	Action Taken
	Undertaken By
	Completion Date

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


2. Data Access Audit 

Our data center is accessed by (insert number) authorized users. The DRP team conducted an audit to ensure that current access practices are correct and that the network is secured from unwanted access. The audit included:

1. Review of access control policies and procedures. 

2. Inventory of all users of IT resources. 

3. A check to see that each individual is assigned only the level of access required to perform his or her job. 

4. A check for conflicting security rules. 

5. A review of all changes to access privileges. 

6. A review of all employees who have exceptional authority to override security rules or parameters. 

7. A list of all IDs that are allowed to by-pass security checks. 

8. A review of the access violations logs for any trends, patterns, or anomalies. 

9. A check to ensure that no one has used the security administrator’s ID other than the security administrator. 

10. A check to ensure that common and “easy to guess” passwords are not being used. 

11. A check to ensure passwords for security packages, like firewalls, are being changed frequently. 

12. A check to ensure that only the security administrator has the authority to make changes to security parameters. 

13. A look at any policy exceptions. 

Concerns/Issues

(Summarize major findings of the access audit, such as lax password practices or unauthorized accesses).
	


Actions Taken

As a result of this review, the following actions were – or will be – taken:

	Action Taken
	Undertaken By
	Completion Date

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


3. Critical Services 

Something as simple as losing connectivity could interrupt critical services. The committee conducted a thorough review of the current services that are essential to the daily operation of the organization. The review included:

1. An identification of which services are critical to business processes.

2. Documentation of complete contact information for all external providers of restore procedures for each critical service.
3. A list of contact information for IT staff in charge of liaising with external service providers.

Concerns/Issues

(Summarize major findings or concerns coming out of the critical services review).
	


Critical Services Listing

(Copy and paste the prioritized list of critical services information using data gathered in section “3. Critical Services” of the DRP Operational Analysis tool).
	


4. Passwords and User Accounts

The DRP Team reviewed all password policies and practices. The following questions were asked of our policy: 

1. Does the policy require unique accounts (no ‘guest’ accounts)?

2. Are users required to change their password on a regular basis (30-60 days)?

3. Does the policy prevent users from reusing previous passwords?
4. Are requirements in place that force the password to contain a combination of numbers and letters? Note: You may also want to avoid using common dictionary words in passwords, as password crackers tend to look for these first.
5. Does the policy encourage users to avoid sharing their passwords with other users, including their boss?

6. Does IT change server or main systems passwords on a regular basis?

7. Have all generic user accounts, such as ADMIN, ROOT or HOST been disabled?

8. Do the system administrators have full system rights on their individual accounts or is there a separate system administrator account?

9. User accounts should be created with a standard methodology and naming convention. 

10. Is there a written Corporate Data Security Policy?

(If policy changes are required, insert the following)

Based on the evaluation, our current policies were updated. The revised password policy appears below.
(Insert the enterprise’s password policy)

5. Backups and Data Storage

The DRP team conducted a thorough review of the current backup strategy of the organization to make sure an adequate backup of critical information is being done. In reviewing our policies and practices, the following questions were asked.

1. Are backups done daily? 

2. What is being backed up? 

3. Are backups taken offsite on a regular basis?

4. Is there at least a two week rotation of tapes?

5. Given the offsite storage practice, if there was a fire in the data center, what is the potential exposure the organization faces with regard to lost data?

6. Is that exposure acceptable?

7. When was the last time a test was done to ensure that the data can be restored effectively?

8. Are logs of backups kept and reviewed regularly?

9. Is data stored at the workstation level that is not getting backed up on a regular basis?

10. Does the organization rely on users to back up their own data?
(If policy changes are required, insert the following):

As a result of our review, the Backup policy was updated. The revised backup policy appears below.

(Insert the new or modified backup policy)

Concerns/Issues

(Summarize major findings of the review)
	


6. Internet and E-Mail Use  

The DRP Team reviewed policies that are in place that restrict or monitor employee’s usage of the Internet and e-mail. Among the actions taken were the following:

11. Review logs of user’s access to the Internet and the need for corporate monitoring software. 
12. Evaluation of requirements for content filtering software to restrict access to inappropriate sites. 

13. Identification of any restrictions in place on the mail service with regard to e-mail attachments. 
(If policy changes are required, insert the following):

As a result of the review, the Acceptable Use policy for the organization was updated (written). The revised policy appears below.
(Insert the new or modified internet and e-mail acceptable use policies)

Concerns/Issues

(Summarize major findings of the review)
	


7. IT Security Software

The DRP Team evaluated what security software is being used at the workstation, server, and gateway levels. We also determined what procedures are being used to keep this software updated. 

Concerns/Issues

(Summarize major findings of the review, such problems of outdated anti-virus software or no software being used).
	


Actions Taken

As a result of this review, the following actions were – or will be – taken. (Actions could include the installation or updating of anti-virus software and/or the creation of updating procedures).
	Action Taken
	Undertaken By
	Completion Date

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


8. Documentation Review  

The DRP team reviewed all network and infrastructure documentation for accuracy and currency. The following gaps were determined.
	Area
	Documentation in Place?
Y/N
	Up to Date?
Y/N
	Will Be Written/Updated By

	Servers


	
	
	

	Network Diagram
	
	
	

	IP Address Scheme
	
	
	

	Domain Information
	
	
	

	Communications
	
	
	

	Password Policy
	
	
	

	Backups
	
	
	

	Vendors
	
	
	

	Printers
	
	
	

	Workstations
	
	
	

	Software
	
	
	

	Licenses
	
	
	

	Operating Systems
	
	
	

	Phone Lines
	
	
	


Concerns/Issues

(Summarize major findings of the review, such as missing or incomplete documentation of IT systems).
	


Actions Taken

As a result of this review, the following actions were – or will be – taken:

	Action Taken
	Undertaken By
	Completion Date
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