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Potential Risk Checklists
1.2 Identify threats and risks specific to assets
In this tool, check off the potential threats that exist to the organization. These threats need not be specific to particular assets; rather, this should be a general listing of risks that could cause the DRP to be invoked. 
For each subject area listed below, do the following:

· Provide an overall risk probability (in your judgment). You may also want to list your reasons for your assessment.

· List the areas of the organization most likely to be impacted by the threat. Determine what inspections can be made to identify specific risk factors.  

· Identifying mitigation steps would include moving certain equipment to a different circuit. This section of the Disaster Recovery Plan depends on your people and your knowledge of your business.  

· Do the inspections, list steps to mitigate potential loss. ‘Comfortable inaction’ is likely far more dangerous and expensive than a well planned and organized analysis of potential risks.

The first risk listed – structural fire – has already been filled out as an example. Feel free to add more risks as dictated by your own situation (geographical location, local political situation, etc.).
	
	Probability
	Impact

	Risk
	High
	Moderate
	Low
	Area Most Likely Affected
	Potential Cause

	Structural Fire
	
	
	X
	Server room
	· Electrical fault (high voltage area)
· Arson

	Equipment Failure
	
	
	
	
	

	Software Failure
	
	
	
	
	

	Power Outage
	
	
	
	
	

	Flood (localized)
	
	
	
	
	

	Flood (area-wide)
	
	
	
	
	

	Storms (snow, hurricane, ice, tornado, etc.)
	
	
	
	
	

	Civil Unrest
	
	
	
	
	

	Terrorism
	
	
	
	
	

	Labor Dispute
	
	
	
	
	

	Interruption of Services (web, e-mail, etc.)
	
	
	
	
	

	Earthquake
	
	
	
	
	

	Structural Failure
	
	
	
	
	

	Epidemic/Pandemic
	
	
	
	
	


	Risk
	Location
	Potential Risk Factors

	Structural fire
	Server Room
	Water (and steam) pipes running through room. Outdated fire suppression equipment. Only one air conditioning unit (no backup for climate control).

	Equipment Failure
	
	

	Software Failure
	
	

	Power Outage
	
	

	Flood (localized)
	
	

	Flood (area-wide)
	
	

	Storms (snow, hurricane, ice, tornado, etc.)
	
	

	Civil Unrest
	
	

	Terrorism
	
	

	Labor Dispute
	
	

	Interruption of Services (web, e-mail, etc.)
	
	

	Earthquake
	
	

	Structural Failure
	
	

	Epidemic/Pandemic
	
	


	Risk
	Results of Inspection
	Mitigation Steps
	Recommendations

	Structural fire
	· Newly installed electrical system (10/2007)
· No history of arson

· Dated fire suppression
	· All alarms tested
· Alarms in working order
	· Test alarms regularly
· Investigate costs of a new fire suppression system for server room

	Equipment Failure
	
	
	

	Software Failure
	
	
	

	Power Outage
	
	
	

	Flood (localized)
	
	
	

	Flood (area-wide)
	
	
	

	Storms (snow, hurricane, ice, tornado, etc.)
	
	
	

	Civil Unrest
	
	
	

	Terrorism
	
	
	

	Labor Dispute
	
	
	

	Interruption of Services (web, e-mail, etc.)
	
	
	

	Earthquake
	
	
	

	Structural Failure
	
	
	

	Epidemic/Pandemic
	
	
	


	Inspection Done By:
	

	Location:
	

	Date:
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