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Data Center Risk Probabilities
Introduction: How to Use This Tool


A. For each of the listed categories within the Excel-based Data Center Audit Tool, assign a score for Potential (i.e. potential for loss, potential for exploit) and for Likelihood (i.e. chances of event occurring within a given timeframe, historical case studies, etc.).
	Potential
	Score
	Likelihood
	Score

	Insignificant
No real potential for loss; requires a lot of skill to exploit
	1
	Insignificant
Minimal or no cases of event occurring and/or is easily avoided (i.e. may occur once in 10 to 100 years)
	1

	Some
Some potential for loss; requires some skill to exploit
	2
	Low
Some cases of this event occurred in the past and/or could occur over the course of 1 to 5 years
	2

	Moderate
Moderate potential for loss; requires intermediate skill to exploit
	3
	Moderate
Moderate number of cases of this vulnerability being exploited and/or could over the course of the next 6 months
	3

	Elevated
Elevated potential for loss; requires only some skill to exploit
	4
	High
High number of exploitation cases and/or will likely occur over the course of the next 2 to 12 weeks
	4

	Extreme
Extreme potential for loss; requires minimal skill to exploit
	5
	Certain
Extremely high number of exploitation cases and/or will likely occur over the course of the next week or less
	5


B. For each category, map Potential and Likelihood scores to one another in the next table to determine probabilities as a percentage. For example, a Potential score of 3 and Likelihood score of 4 would equal 48%.
	Potential Score
	Likelihood Score

	
	1
	2
	3
	4
	5

	1
	4%
	8%
	12%
	16%
	20%

	2
	8%
	16%
	20%
	32%
	40%

	3
	12%
	20%
	36%
	48%
	60%

	4
	16%
	32%
	48%
	64%
	80%

	5
	20%
	40%
	60%
	80%
	100%


C. Once the table above is completed for each of the listed categories within the Excel-based audit tool, compare the resulting percentages against the table below. The descriptions are associated with each probability as expressed as a percentage for the likelihood of a security incident occurring in any of the audit categories. Enter the amount into the spaces provided on Sheet 4 – Probability Assessment in the Excel tool.
	Probability Percentage
	Description

	0 to 10%
	Negligible or no chance of a negative event or procedural breakdown occurring in this area

	11 to 20%
	Minor chance

	21 to 30%
	Some chance

	31 to 40%
	Fair chance

	41 to 50%
	Considerable chance

	51 to 60%
	Good chance

	61 to 70%
	Strong chance

	71 to 80%
	Very strong chance

	81 to 90%
	Critical likelihood

	91 to 100%
	Imminent


D. Use the following charts to record the Probability Percentages for the data center audit conducted by the enterprise.
	Category
	Probability Percentage

	1. Policy Issues
	

	2. Location 
	

	3. Operational Issues
	

	4. Physical Protection
	

	5. Access Control
	

	6. Theft Control
	

	7. Offsite Control
	

	8. Enforcement
	

	9. Response Procedures
	

	10. Ongoing Assessment
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