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Asset Risk Report
7.2 Create asset-specific risk reports
Instructions

Fill out the “Risk Report by Individual Area” tables to document the findings of DRP walkthroughs, operational analyses, and business impact analyses. Be sure to create new tables as necessary to permit customization. 

Ensure that you check off the relevant Risk Areas. For each Risk Area selected, check off High, Medium or Low to indicate the severity of the risk. Use the chart on the next page to base your decisions.

	
	Risk Areas

	Risk Levels
	Human
	Operational
	Technological
	Natural Disaster

	High
	· No DRP training for IT staff.

· No DRP training for end users.

· Employees are unaware of their obligations and duties towards corporate continuity.
	· Complete lack of operational policies to govern this area.

· Physical security is practically non-existent.

· Company growth exceeds its capacity to mitigate all risks to all office locations.
	· Technology solutions are inadequate for protecting IT assets.

· Technology is either too complex or too immature to manage effectively.

· Lack of DRP technology where needed most.
	· Lack of DRP capability results in an inability to meet effects of Natural Disaster.

· Strong chance that weak policies will lead to business service failure during a natural disaster.
· Company is at high risk of natural disaster occurring to this asset.

	Medium 
	· Sporadic training for IT staff and users.

· Employees are aware of DRP obligations, but don’t always fulfill them.
	· Some policies in place; critical ones often missing.

· Physical security is addressed, but not hardened. 

· DRP is not tested.
	· Some DRP solutions are in place; critical ones often missing.

· Technology under control, but formal procedures are missing.
	· Natural risks are known, but not mapped to DRP requirements.

· Policies are strong, but not yet mapped to DRP.

· Moderate risk of natural disaster occurring.

	Low
	· DRP training for IT staff and users exists.

· Certification and awareness are ongoing initiatives.
	· Physical security is as strong as it needs to be.

· Adequate number of policies.
	· DRP technology, processes and policies are appropriate and controlled according to business goals.
	· Extremely low chance of natural disaster in the area this asset resides
· Policies are compliant with appropriate RTOs and RPOs..


Risk Report by Individual Asset
	Network

	Area of greatest risk (check as many as apply):
	Human
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	Operational
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 FORMCHECKBOX 

	Natural Disaster
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Risk Report by Individual Asset

	Data Center

	Area of greatest risk (check as many as apply):
	Human

 FORMCHECKBOX 

	Operational

 FORMCHECKBOX 

	Technological

 FORMCHECKBOX 

	Natural Disaster
 FORMCHECKBOX 


	Risk level (check one per risk area):
	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 

	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 

	 H      M      L

 FORMCHECKBOX 
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      FORMCHECKBOX 

	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 


	Notes:
	     

	     
	     
	     


Risk Report by Individual Asset
	Storage and Media

	Area of greatest risk (check as many as apply):
	Human

 FORMCHECKBOX 

	Operational

 FORMCHECKBOX 

	Technological

 FORMCHECKBOX 

	Natural Disaster

 FORMCHECKBOX 


	Risk level (check one per risk area):
	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 

	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 

	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 

	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 


	Notes:
	     

	     
	     
	     


Risk Report by Individual Asset
	Physical Breach

	Area of greatest risk (check as many as apply):
	Human

 FORMCHECKBOX 

	Operational

 FORMCHECKBOX 

	Technological

 FORMCHECKBOX 

	Natural Disaster

 FORMCHECKBOX 


	Risk level (check one per risk area):
	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 

	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 

	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 

	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 


	Notes:
	     

	     
	     
	     


Risk Report by Individual Asset
	Databases

	Area of greatest risk (check as many as apply):
	Human

 FORMCHECKBOX 

	Operational

 FORMCHECKBOX 

	Technological

 FORMCHECKBOX 

	Natural Disaster

 FORMCHECKBOX 


	Risk level (check one per risk area):
	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 

	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 

	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 

	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 


	Notes:
	     

	     
	     
	     


Risk Report by Individual Asset
	Confidential Documents

	Area of greatest risk (check as many as apply):
	Human

 FORMCHECKBOX 

	Operational

 FORMCHECKBOX 

	Technological

 FORMCHECKBOX 

	Natural Disaster

 FORMCHECKBOX 


	Risk level (check one per risk area):
	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 

	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 

	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 

	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 


	Notes:
	     

	     
	     
	     


Risk Report by Individual Asset
	Desktop Apps and Workstations

	Area of greatest risk (check as many as apply):
	Human

 FORMCHECKBOX 

	Operational

 FORMCHECKBOX 

	Technological

 FORMCHECKBOX 

	Natural Disaster

 FORMCHECKBOX 


	Risk level (check one per risk area):
	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 

	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 

	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 

	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 


	Notes:
	     

	     
	     
	     


Risk Report by Individual Asset
	E-Mail and Messaging Services

	Area of greatest risk (check as many as apply):
	Human

 FORMCHECKBOX 

	Operational

 FORMCHECKBOX 

	Technological

 FORMCHECKBOX 

	Natural Disaster

 FORMCHECKBOX 


	Risk level (check one per risk area):
	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 

	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 

	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 

	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 


	Notes:
	     

	     
	     
	     


Risk Report by Individual Asset
	Office Facilities

	Area of greatest risk (check as many as apply):
	Human

 FORMCHECKBOX 

	Operational

 FORMCHECKBOX 

	Technological

 FORMCHECKBOX 

	Natural Disaster

 FORMCHECKBOX 


	Risk level (check one per risk area):
	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 

	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 

	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 

	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 


	Notes:
	     

	     
	     
	     


Risk Report by Individual Asset
	Servers and Backbone Equipment

	Area of greatest risk (check as many as apply):
	Human

 FORMCHECKBOX 

	Operational

 FORMCHECKBOX 

	Technological

 FORMCHECKBOX 

	Natural Disaster

 FORMCHECKBOX 


	Risk level (check one per risk area):
	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 

	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 

	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 

	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 


	Notes:
	     

	     
	     
	     


Risk Report by Individual Asset
	PBX and Telephony Equipment

	Area of greatest risk (check as many as apply):
	Human

 FORMCHECKBOX 

	Operational

 FORMCHECKBOX 

	Technological

 FORMCHECKBOX 

	Natural Disaster

 FORMCHECKBOX 


	Risk level (check one per risk area):
	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 

	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 

	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 

	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 


	Notes:
	     

	     
	     
	     


Risk Report by Individual Asset
	Service Providers

	Area of greatest risk (check as many as apply):
	Human

 FORMCHECKBOX 

	Operational

 FORMCHECKBOX 

	Technological

 FORMCHECKBOX 

	Natural Disaster

 FORMCHECKBOX 


	Risk level (check one per risk area):
	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 

	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 

	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 

	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 


	Notes:
	     

	     
	     
	     


Risk Report by Individual Asset
	Web Applications

	Area of greatest risk (check as many as apply):
	Human

 FORMCHECKBOX 

	Operational

 FORMCHECKBOX 

	Technological

 FORMCHECKBOX 

	Natural Disaster

 FORMCHECKBOX 


	Risk level (check one per risk area):
	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 

	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 

	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 

	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 


	Notes:
	     

	     
	     
	     


Risk Report by Individual Asset
	Wireless Technologies

	Area of greatest risk (check as many as apply):
	Human

 FORMCHECKBOX 

	Operational

 FORMCHECKBOX 

	Technological

 FORMCHECKBOX 

	Natural Disaster

 FORMCHECKBOX 


	Risk level (check one per risk area):
	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 

	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 

	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 

	 H      M      L

 FORMCHECKBOX 
      FORMCHECKBOX 
      FORMCHECKBOX 


	Notes:
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